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1. Introduction
For the oil and gas complex (OGC), increasing 

the technical and economic component of extraction 
processes, their effectiveness, labor productivity, 
improving the forms and methods of managing oil 
processes have always been relevant.

Studies on the use of measuring instruments 
for automatic control of oil production processes 
consistently started in the mid-20th century. As a 
result of these studies, positive expert assessments 
were made on the prospects for the introduction of 
automation and remote control  systems (various 
primary converters, local devices, etc.) to monitor 
and control oil and gas production facilities. In the 
1980s, advanced oil companies began using SCADA 
(Supervisory Control and Data Acquisition) systems 
that solved a number of tasks for data sharing with 
communication devices with objects and database 
maintenance. They also began performing real time 
data processing, displaying the data on the screen 
in an appropriate and understandable form to the 
operator and solved some tasks on emergency and 
alarm signaling.

The technological processes in the OGC take 
place in three main sectors or, as they are commonly 
called, Upstream, Midstream and Downstream.

In the first sector, the search for potential 
hydrocarbon fields (oil and natural gas), exploratory 
drilling and other work, extracting raw materials, 
that is, extracting oil or natural gas from the bowels 
of the earth from offshore platforms or on land.

The second sector covers the stages of 

transportation and delivery of raw materials to 
consumers for further processing.

In the third sector, oil or natural gas is processed 
to produce final products such as gasoline, kerosene, 
jet fuel, diesel fuel, fuel oil, lubricating oils, liquefied 
gas, plastics and other materials.

It can be assumed that in each of the described 
sectors there are a number of critical problems that 
can be described as follows:

maintenance of pipes, wells and technological 
equipment;
control of the presence and leakage of oil 
and gas in the drilling, production and 
transportation processes;
monitoring the condition of main pipelines 
(corrosion, pressure) and their security from 
external intrusions;
monitoring environment at all stages of 
technological processes;
optimization of the operation of all types of 
pumps (producing, injection, pumping);
monitoring of failures in technological 
equipment and minimization of risks;
increasing productivity while lowering costs.

For example, automation of the drilling process 
requires a system engineering approach - a closed 
system of integration of well and surface data 
obtained in real time with models built before 
drilling begins. Given the changing conditions, such a 
system changes the operating settings, such as pump 
flow, hook weight or drill string rotation speed. 
In addition, the automated system specifies the 
model based on real-time data, actually simulating 
solutions of an experienced drilling engineer, who 
corrects inaccuracy of available estimations [1]. 
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The use of modern information technologies, including the Internet of things, 
contributes to the effectiveness of industrial production in the oil and gas sector. 
Solutions in this area are constantly developing and provide great advantages in 
terms of increasing the speed of exploration and detection of oil and gas, increasing 
oil production and reducing risks to health, human security and environment. The 
article is dedicated to the study of these issues and the development of a conceptual 
model of the system based on the industrial internet of things.
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